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Preface

Welcome to the Trend Micro™ PC-cillin™ Internet Security Getting Sarted
Guide. This book contains basic information about the tasks you need to
install the software. It isintended for first time and advanced users who want
to learn about, install, and get started with PC-cillin Internet Security.

This Preface discusses the following topics:

Documentation on page 2

About this Getting Started Guide on page 2
Audience on page 3

Document Conventions on page 3




Documentation

The PC-cillin Internet Security documentation consists of the following:

Tip:

Online Help—compiled HTML-based documentation that is accessible
from the product’s main console

It contai ns explanations about the product’s components and features,
which includes procedures needed to perform specific tasks from the
main console, problem solving instructions, examples, and
demonstrations.

Getting Sarted Tutorial—HTML-based documentation that provides
guidance on how to maximize the product’s features

Getting Sarted Guide (GSG)—PDF documentation that is accessible
from the Trend Micro PC-cillin Internet Security CD or can be
downloaded from the Trend Micro Update Center
(http://www.trendmicro.com/download/)

This GSG contains instructions on how to install the product, as well as
testing, problem solving, and post-installation instructions. See About this
Getting Sarted Guide for chapters available in this book.

Click the PC-cillin Internet Security link from the Update Center
(http://www.trendmicro.com/download) for updates to the PC-
cillin Internet Security documentation and program files.

About this Getting Started Guide

This Getting Sarted Guide discusses the following topics:

2

Introduction—an overview of the product and its components

Installation—procedures to install, upgrade, renew, or remove the
product

Get Sarted—post-installation configurations to help you get started

Problem Solving and FAQ—troubleshooting tips for issues encountered
when installing the product or performing post-installation tasks

Technical Support—guidelines for obtaining more information

Documentation
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Audience

The PC-cillin Internet Security documentation assumes a basic knowledge of
computers, including:

«  Antivirus, antispyware, and content security protection

*  Genera network concepts, such as IP addressing, the Internet, and
firewalls

Document Conventions

To help you locate and interpret information easily, the PC-cillin Internet
Security documentation uses the following conventions.

CONVENTION DESCRIPTION

ALL CAPITALS Acronyms, abbreviations, and names of certain commands
and keys on the keyboard

Bold Menus and menu commands, command buttons, tabs,
options, and service or process names

Italics References to other documentation

Monospace Examples, sample command lines, program code, Web
URLs, file names, folder names, and program output

Note: Configuration notes

Tip: Recommendations

WARNING! Reminders on actions or configurations that should be
avoided

TABLE 1. Conventions used in the PC-cillin Internet Security

documentation

Audience |3
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Introduction

This chapter introduces PC-cillin Internet Security and provides an overview
of its features.

The topics discussed in this chapter include:

What's New on page 6

Protection Features on page 15
Preconfigured Protection on page 16
Main Console on page 17

After learning the PC-cillin Internet Security concepts in this chapter, proceed
to the following sections:

Hardware and Software Requirements for system requirements
Before Installation for pre-installation tasks and other considerations

Upgrade from a Previous Release if your computer has PC-cillin Internet
Security installed

Install PC-cillin Internet Security 2006 for installation instructions
Get Sarted for post-installation instructions
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What's New

Trend Micro PC-cillin Internet Security 2006 provides the following features:
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Full or Minimum Installation
Antiphishing

Complete Scan

Antifraud Wizard

Antifraud Toolbar in Internet Explorer
Complete Antispyware Features
Blocking Extra Hosts File Entries and Spoofed Domain Names
Scheduled Vulnerability Check

Popup Manager

Revert Feature

Enhanced Usability

What's New



Full or Minimum Installation

The Full installation allows you to install all features of PC-cillin Internet

Security. Alternatively, the Minimum installation will install all features

except the following:

* Real-time Network Virus Protection—runs in the background to
protect your computer from malicious network packets

»  Personal Firewall—helps protect you against hackers damaging files,
stealing persona information, or creating mischief

e Wi-Fi Intrusion Detection—monitors a wireless Ethernet (Wi-Fi)
network and warns of unwanted intrusions

1% Trend Micro PC-cillin Internet Security 2006 g|
Installation Type
TREND
Select which security Features will be installed. @ wiGRO

@ Full (recommended)
Tnstall all Features

() Minimum

Recommended For users who want ta run their own firewal applications, Features
such as Personal Firewall, Wi-Fi Intrusion Detection, and Real-time Metwark Yirus
Protection are not installed.

[ «Back | mest= ][ Cancel

FIGURE 1-1. Installation Type screen

If you wish to keep your existing firewall program, select the Minimum
installation.

Network Security

Private Network Protection
ﬁl.

Remotely manage supported program versions on other
computers on your network

%)

FIGURE 1-2.  PC-cillin Internet Security, installed with the
Minimum option

What's New | 7
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Antiphishing

Phishing is arapidly growing form of fraud that seeks to fool Web users into
divulging private information by mimicking alegitimate Web site. To learn
more about phishing, please refer to the PC-cillin Internet Security Online
Help > Learn About... section. Alternatively, visit the FAQ topic on page 61.

PC-cilli

n Internet Security 2006 uses the following features to help prevent

phishing attacks:
*  Fraud Filter—provides protection against fraudulent messages

& phishing: Paypal Securities Added El@lr@

File  Edit
Qv
Reply

From:
Date:

To:
Subjeck:

View Tools Message Help ,'

Reply Al Forward Print Delete Previous Mext Addresses

pci@bw-hiexp

Tuesday, September 20, 2005 11:41 AM
PCC_User@bw-hisxp; poc@tw-hiexp
phishing: Paypal Securities Added

FIGURE

The way to send and
Pa;ypa eceive money enline

hittp: 202, 30,198, 60/ ~sungjijbbs) .cgi-binfwebscr-cmdflogin. php

1-3. The Fraud Filter identifies phishing messages and
adds the subject prefix phishing:

Tip: Move your mouse over the links to display the actual address. If the
link displayed on a message differs from the link displayed on the
status bar, the email message is likely spoofed and part of a
fraudulent attack.
What's New



Web Site Filter—provides protection against fraudulent Web sites

Web Site Filter @ Heln

The Weh Site Filter allows you to block or allow access to specific Web
sites, o block predefined categories, extra entries in the Hosts file, or
spoofed domain names

Filter access to Web sites
(O Block aceess to all Web sites, exceptthose on the Exception List
@ Allow access to all Weh sites, exceptthose aon the Exception List

Block predefined Weh site categories

Categony
Phishing
Gpyware
Adware §Joke Program/ Cookies
[ Adult
[ &ex
A

M alenhnl i Tohaeen

S
—
=
o
(o}
c
(]
=
o
=]

Block extra entries in the Hosts file and spoofed domain names

Manage Exception List

FIGURE 1-4. The Web Site Filter lets you make certain Web
sites off limits, block extra entries in the Hosts
file, and block spoofed domain names

Complete Scan

Complete Scan provides you with the option to scan for viruses, spyware, and
other threats on demand from the Over view screen of the PC-cillin Internet

Security main console.

% Trend Micro PC-cillin Internet Security 2006

Complete Scan

] 1003

0% [EuRn

Time elapsed 00:03:58
File(s) scanned: 4622
Incident(s) detected 1]

‘when incident iz detected: - Recommended Action
‘when file is uncleanable:  Recommended Action

Statuz: Scanning CA\Documents and...ontent IESYZNYFMAENACALEGHE T swl

FIGURE 1-5. Complete Scan in progress

Tip: Alternatively, run Complete Scan by clicking Scan Now from the
program'’s system tray menu.

What's New | 9
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Antifraud Wizard

The Antifraud Wizard provides a step by step guide to help you configure
settings for protection against phishing, pharming, and other fraudulent
attacks.

Antifraud Wizard &l

Privacy Protection 47

Privacy Protection helps prevent athers from using email, instant messzaging, ar the
Internet to collect your private infarmation without authorization

Frivate data

Item name: |M_l,l credit card number |
Protect your credit card number.

Privvate

infarmation: | |

Type at least four characters. Naote that private information is
cage sensitive.

To praotect another item, go to the Content Protection » Privacy Protection screen.

[ < Back H Mext > ]I Cancel

FIGURE 1-6. Antifraud Wizard

Antifraud Toolbar in Internet Explorer

The Antifraud Toolbar helps keep you safe from fraudulent or potentially
offensive Web sites. It isturned off by default.

File  Edit  Yiew Favorites Tools

QBack M > | Iﬂ IEI _;‘J P ! Search ‘g_if:"Favorites {‘; - i = Ll

Address |$§j hkkp: ffwaw, trendmicro. comyen/homefus/enterprise . Htm V Go Links **

2

@v “&l (5 Computers [ 1. http: v, trendmicro, comfen/homeus/enterprise htm =+ '@
I

I ~

FIGURE 1-7. The Antifraud Toolbar in Internet Explorer

10| What's New



Complete Antispyware Features

PC-cillin Internet Security provides you with complete spyware protection

including:

» Real-time Spyware Protection that guards you against spyware, adware,
and other grayware

e Manual Spyware Scan to detect and eliminate grayware between
scheduled spyware scans

»  Scheduled Spyware Scan to detect and eliminate grayware on an
automatic schedule you set

# Trend Micro PC-cillin Internet Security 2006
File Operation Help

-cillin-
G nternet Securi

Antispyware
Overview Py

Manual and Scheduled Spyware Scan

Antivirus Detect and remove spyware and other grayware programs
manually or at scheduled times,

Real-time Spyware Protection

Configure the types of spyware and grayware that will ke
stanned for,

Antispyware

* > Antiphishing
ﬁ & Content Exception List
Brotection Configure the list of desired pragrams that Manual and

Scheduled Spyware Scanwill ignore or black.

~ NE[WE.II’k

e Security . Quarantine Management

f Manage files quarantined by Manual and Scheduled Spyware

Sean.

General

Contents & Indese | Virus Info | Technical Support | Customer Care Center | About

FIGURE 1-8. The Antispyware screen

Blocking Extra Hosts File Entries and Spoofed Domain Names

The Web Site Filter incorporates extra Hosts file entry and spoofed domain
name blocking. Thisfeature filters and blocks extra entriesin the Hosts file or

What's New | 11
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spoofed domain names that aim to trick you into visiting illegal or spoofed
Web sites.

Web Site Filter Exception List &l

@‘, Help
Approved List | Blocked List| Hosts Entry List ‘

The Hosts file maps domain namas (the Web site names you see in your
browser's address bar to IP addresses. To exempt domain names from being
blocked, selectthe corresponding entries below. The entries not selected will be

hlocked.

Mame IP address
My Weh site B5.123.456.123
[ cityhane.cam 64.233.189.104
O paypall.com 64.233.189.111

FIGURE 1-9. Web Site Filter > Hosts File Filtering

Scheduled Vulnerability Check

In addition to manua Vulnerability Check, PC-cillin Internet Security now
lets you schedule daily, weekly, or monthly Vulnerability Check.

Vulnerability Check @ Help

Manually check for known MicrosoftWindows and Office security
wulnerabilities and confiqure automatic Vulnerability Check

ol
7~
Last scan

Check Mow

Automatic Vulnerability Check

Check for vulnerahilities automatically

Freguency’ Weekly v
Minute

FIGURE 1-10. The Vulnerability Check screen

12| What's New



Popup Manager

The Popup Manager lets you customize the available popup messages. Popup
messages are a good way to be informed of specific program actions and
events.

Popup Manager, E\
Choaosge the conditions that will trigger the display of popup \@ Help
messages.

Real-time Pratection
[#] ¥irus, Trojan, spyware, or other threat detected in files and emails

Metwark virus detected

>
—
=
o
(o}
=
(]
=
o
=]

Mail Scan
Incaming Mail Scan in progress
[¥] Qutgaing Mail Scan in progress
[¥]Wiebmail Scan in progress

Quthreak YWarmning

Outbreak warning display turned on

Privacy Protection

[¥] Accessing protected private information

Update

[¥]Updating components
Reguesting confirmation before updating

FIGURE 1-11. Popup Manager

Revert Feature

The Update feature provides a Revert option, also known as rollback, that
automatically attempts to stabilize the computer's behavior whenever a
program, hardware, or network error causes the computer to be unstable.

Update @ Help

( Manual Update W(Automatic Updatew( Revert 1

Recover the most recent seftings that warked ifthis program, another
application, orthe operating system, encounters an issue

[#] Automatically load the program's last known good configuration
when an issue occurs

FIGURE 1-12. The Revert screen

What's New | 13
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Enhanced Usability

The new menu categorization (see Figure 1-14), along with mouseover help
messages and the Getting Started tutorial, help users understand and
configure the program’s features.

14| What's New



Protection Features

Trend Micro designed PC-cillin Internet Security to protect your computer
from both external and internal threats. This table illustrates how PC-cillin

Internet Security helps protect you and your assets against known threats:

THREAT PROTECTION

Viruses, Trojans, worms, and other
malicious programs

Virus Scan

Spyware and additional Internet threats
that could alter your Hosts file or Registry

Spyware Scan

Viruses, Trojans, worms, and other Mail Scan
malicious programs that could be

contained in messages and attachments

Spam or unsolicited commercial messages | Spam Filter
Phishing messages Fraud Filter

Virus outbreaks

Virus Scan, Spyware Scan, Real-time

Network Virus Protection

Hackers

Personal Firewall

Intrusion into wireless networks

Wi-Fi Intrusion Detection

Unauthorized collection of private
information via Web, email, or instant
messages

Privacy Protection

Known Microsoft™ Windows™ and Office
security vulnerabilities

Vulnerability Check

TABLE 1-1. Protection features of PC-cillin Internet Security

Protection Features

15
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Preconfigured Protection

Asinstalled, without changing any settings, PC-cillin Internet Security does
the following:

Checks for and downloads component updates every three hours
Checks for viruses every time you open, copy, move, or save afile
Protects against downloading infected files

Blocks spyware and other grayware

Protects your computer against hackers and network viruses

Note: If you selected the Minimum installation type (see page 7), the

Personal Firewall and Real-time Network Virus Protection features are
not available.

Scans incoming or outgoing email messages and attachments as they are
being downloaded from the POP3 server or sent viaan SMTP server

If applicable to your computing environment, Trend Micro recommends
enabling Spam and Fraud Filters, Web Site Filter, and Privacy Protection.

Tip:

The Protection Summary screen of the main console lists the features
currently turned on. To access the Protection Summary screen, click the
Configure button adjacent to Protection on the Overview > Summary

screen.

Protection Summary @ Help
o Real-time Yirus Protection Turned on
o Real-time Metwork Yirus Protection Turned on
o Incorming bail Scan Turned on
o Qutoing Mail Scan Turned on
Q Wehmail Scan (%3 Turned off
o Eeal-time Spyware Scan Turned on
Q Spam and Fraud Filters (*3 Turned off
€3 Web Site Filter (% Turned off
Q Frivacy Protection %) Turned off
o Fersonal Firewall Turned on
Q Wi-Fi Intrusion Detection %) Turned off

*- Optional zettings

FIGURE 1-13. The Protection Summary screen

16| Preconfigured Protection



Main Console

From the PC-cillin Internet Security main console, you have access to the
program's settings and summary information. Each button on the left side of
the console lets you view or manage the settings for a particular security or
antivirus area.

#” Trend Micro PC-cillin Internet Security 2006

Header _Ci"in-
Menu ginternet Security 2000
Qverview

@ Help

Overview

Wiew your current protection seftings and perform the necessary actions to
ensure protection.

Antivirus

2N )
Update Now (é_ Scan Now ;\

. Click Update Now to Click Scan Now ta scan your
Antispyware download the latest computer farviruses, spyware,
_ components and other potential threats.
Main .
Menu 1; :‘né:):t';m"g Lastupdate: Last scan Worklng
Protection Area

Summary

Netwqu ° Frotection: Recammended

i| Security
o Autornatic update: Turned an
O Expiration: 1112312005 Upgrade Now|

Antifraud

& Antifraud level: Recommended

Contents & Index | Wirus Info | Technical Support | Customer Csre Center |  About

Footer Menu

FIGURE 1-14. The main console

The header menu is on the topmost part of the main console. It provides the
same options as the main menu, in drop down format. The header menu is
turned off by default.

Tip: To display the header menu, click the program icon ( (? ) on the left-
hand top-most corner of the main console, and select View header
menu.

The main menu is on the left-hand area of the main console. It provides
accessto all features and options.

The working area is the place where you configure the program settings and
open the subwindows for additional product configuration.

Main Console | 17
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The footer menu is found at the bottom part of the main console. It provides
linksto the Contents and Index, Virus|nformation, Technical Support,
Customer Care Center, and About.

Action Buttons and System Tray Icons

Use the table below to identify the meanings of common program buttons and
system tray icons:

Introduction H

BuTTON /
e DESCRIPTION
Runs a Complete Scan, Manual Virus Scan, or Manual Spyware
Scan Now
Scan.
Runs a manual component update.
Update Now

Returns to the last visited screen.

Back

Note: Clicking the Back button available on screens with tabs
will open the landing page for the screen. For example,
clicking Back on the Mail Scan > Webmail tab will open
the Antivirus screen.

Opens the feature's working area for configuration.
Configure

Closes a subwindow and saves any configuration changes that

el were made.

v Saves the configuration changes made.

— Closes a subwindow and discards the configuration changes made.

Signifies that all incoming and outgoing Internet traffic has been
stopped.

Signifies that PC-cillin Internet Security is connecting to the Trend
Micro server to download the latest updates.

&: Signifies that Real-time Scan is turned on.

é: Signifies that Real-time Scan is turned off.

TABLE 1-2. Common program buttons and icons

18| Main Console



Installation

This chapter explains how to plan and prepare for a PC-cillin Internet
Security installation.

Thetopics discussed in this chapter include:

*  Hardware and Software Requirements on page 20

» BeforeInstallation on page 22

e Install PC-cillin Internet Security 2006 on page 26

«  After Installation on page 33

e Uninstall PC-cillin Internet Security on page 34

19
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Security.

HARDWARE/SOFTWARE
REQUIREMENTS

CPU

Hardware and Software Requirements

Table 2-1 lists the hardware and software requirements for PC-cillin Internet

REQUIREMENTS

¢ Intel Pentium™ 233MHz or equivalent processor
for Windows 98, 98 Second Edition (SE), or
Millennium Edition (Me)

¢ Intel Pentium 300MHz or equivalent processor for
Windows 2000 or XP

Memory

128MB RAM

Hard disk space

100MB of available hard disk space for installation

Note: In addition, this version supports Intel
Hyper-Threading and Dual-Core
Processors, and RAID 0 (Striping) or RAID
1 (Mirroring or Duplexing).

Operating system

* Windows 98, 98SE, or Me

* Windows 2000 Professional with SP4

* Windows XP Home or Professional with Service
Pack 1 (SP1) or 2 (SP2)

* Windows XP Media Center Edition 2004 or 2005

* Windows XP Tablet PC Edition 2004 or 2005

Mail User Agent (MUA)—Email
Software for Incoming/Outgoing
Mail Scan

* Becky! Internet Mail 2.0

* Eudora 6.2

* Microsoft Outlook Express 6.0

* Microsoft Outlook 2000, 2002, or 2003
* Mozilla Thunderbird 1.0

* Netscape 7.2

Web based mail services for
Webmail Scan

* AOL Mail services
* Microsoft Hotmail
* Yahoo! Mall

TABLE 2-1. PC-cillin Internet Security system requirements

Hardware and Software Requirements




HARDWARE/SOFTWARE
REQUIREMENTS

Web browser

REQUIREMENTS

* AOL Browser 9.0 Security Edition

* Microsoft Internet Explorer 5.5 with SP2 for
computers running Windows 98, 98SE, or Me

* Microsoft Internet Explorer 6.0 with SP2 for
computers running Windows XP SP2

* Microsoft Internet Explorer 6.0 SP1 for computers
running Windows 98, 98SE, Me, 2K, or XP with
SP1

* Mozilla Firefox 1.0

* Netscape™ 7.2

Instant messaging clients for
Privacy Protection

* AOL Instant Messenger 5.9

* |ICQ 5orICQ Lite

* MSN Messenger 7.0

* Windows Messenger 4.7 or 5.1

General

* A monitor with a resolution of 800 x 600 pixels or
higher, and High Color (65536 colors) or greater
color depth

* Adobe™ Acrobat™ is required to view the Getting
Started Guide. Download the free Acrobat
Reader™ software at http: //www.adobe . com

* An Internet connection is necessary to register
online, download updates, obtain virus
information, browse pages on the Trend Micro
Web site, or send email messages.

Note: If you have a dial-up or other connection
to the Internet that charges fees per
connection and/or per amount of time
connected or data downloaded, make
sure your router or connection software
does not automatically start a connection
for the Automatic Update feature. This
could result in an extra connection fee.
Modify the router settings as required, or
turn off Automatic Update. Please refer to
your router’s documentation for
instructions.

TABLE 2-1. PC-cillin Internet Security system requirements

Hardware and Software Requirements | 21
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Before Installation

Severd pre-installation tasks can help to make the installation process easier.

Complete the following tasks before installing PC-cillin Internet Security:

*  Check that the target computer (the computer upon which the program
will be installed) complies with the hardware and software requirements.
If the computer’s specifications do not meet the requirements (see
Table 2-1 on page 20), Setup will not install PC-cillin Internet Security.

« If thetarget computer isrunning a previous version of the product,
uninstall it before upgrading to the latest release (see page 23 for details
about upgrading).

« If afirewall program such as Windows firewall is running on the target
computer, decide whether or not to keep the program running.
To avoid incompatibilities with other firewall programs, Setup letsyou
choose between Full or Minimum installation type (see page 31).
Tip: Trend Micro recommends running the PC-cillin Internet Security

Personal Firewall.

* Logonto thetarget computer using an account with Administrator
privileges.
Setup requires a user with Administrator privileges to install and register
the program components.

e Uningtall other antivirus programsto prevent scanning conflicts.

« If you connect to the Internet through a proxy server, obtain the proxy
server information from your system administrator or 1SP.

Note:  Proxy servers are frequently used in businesses or schools, as well as
by some Internet Service Providers (ISPs).

PC-cillin Internet Security uses the proxy server settings specified to
connect to the Internet during product registration, Personal Firewall
detection, and component update.

* Close dl open programs.

*  Preparethe standard, evaluation, or OEM version serial number (see page
23).
If PC-cillin Internet Security 2005 or PC-cillin Internet Security 2004 is
installed, keep a copy of the serial number used. You can use the serial
number to install PC-cillin Internet Security 2006.

After completing the pre-installation tasks, proceed by installing (see page

26) and registering or activating the product (see page 38).

Before Installation



Upgrade from a Previous Release

Upgrade to the latest version if you are using one of the following versions:

e Anevauation, original equipment manufacturer (OEM), or beta version
of PC-cillin Internet Security 2006

e PC-cillin Internet Security 2005

Note:  During an upgrade, PC-cillin Internet Security deletes all logs, quarantined
files, and entries in the Approved and Blocked lists. Quarantined files may
contain viruses and should not be left on your computer. If you must
preserve them, restore the files to a safe, isolated location such as a
specially marked floppy disk before removing the program. For
instructions on how to restore quarantined files, please refer to the PC-
cillin Internet Security Online Help.

To upgrade from a previous release:
1. Obtain and write down the seria number from one of the following:

Upgrade from a Previous Release | 23
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*  Trend Micro confirmation email message, which Trend Micro sends
when you register a standard version or activate an evaluation or
OEM version of the product

N

From: % Trend Micro On-line Redistration Center [Pe-ciln@suppert. trendmicro.com]  Sent:  Thu 818/2005 3:04 P
To: PC-cillin User

Ca

Subject:  Trend Micro PC-cillin Internet Security 2006 Registration Confirmation

@".‘E'i'} Product Activation Confirmation

congratulations!

ou have successfully activated your Trend Micre product, Your product activation
information is listed belaw. Please keep this information in a secure place for future
reference. This information will help Trend Micro provide you with timely, accurate
assistance,

Installation

Activation information:
Product: TREND MICRO PC-cillin Internet Security 2006
Serial number: PDEA-9552-2628-2823-2240
Expiration date: 2005-11-15
Ernail address: pecillin_user@dornain.cam

Courtry/Region: Afghanistan

Trend Micro, Inc.

* Please do not reply to this message; it was sent from an unmonitored email address and we
are unable to respond to any replies. Bl

FIGURE 2-1. Sample confirmation message after activating
an evaluation or OEM version
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e PC-cillinInternet Security main console—applicableif you are using
an evaluation, OEM, beta version, or previous product releases, such
as PC-cillin Internet Security 2005

i. Open the PC-cillin Internet Security main console by double-
clicking the Real-time Scan icon (¥%#) in the system tray.

ii. Click Help > About.

The serial number appears in the License information section.

& Trend Micra PC-cillin Internet Security

Copyright (&) 1995-2004 Trend Micro Inc. All rights reserved.

=
— Prograrm Version: 1211034
; Engine Yersion: 7.510.1002
R —

Patiern Version, 2.795.00

[ License information
Serial Nurmber: ABCD-1234-5678-901 2-3456 Expire Date:

User Name: PC-cillin User 4/29i2008

Company: Trend Micra, Inc.

Unauthorized reproduction or distribution of this program may resultin civil and criminal

|
@ 1 arning! This software is protected by copyright laws and international treaties
|~ penalties, and will be prosecuted to the maximum extent possible under the [aw.

|

: pdates and
“=! Registration 0 Lastupdate: 08/24/2005 02:63
==

FIGURE 2-2. A sample serial number as shown in the PC-
cillin Internet Security 2005 main console’s
About window

e Product package—does not apply if you are upgrading from an
evaluation, OEM, or beta version of PC-cillin Internet Security 2006

i. Locatethe original package.
ii. Open the booklet that contains the CD and manual.

The CD and serial number are located on the left page of the bookl et.
The manua ison the right side.

2. Uninstal the previous release (see page 34 for instructions).
3. Follow theinstallation steps on page 26.

Upgrade from a Previous Release | 25
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Installation E

Install PC-cillin Internet Security 2006

Installing Trend Micro PC-cillin Internet Security issimple and only takes a
few minutes.

Tip: Complete the tasks on page 22 before installing PC-cillin Internet Security
2006. If you are upgrading from a previous release, read the instructions on
page 23 first.

To install PC-cillin Internet Security:

1. Start the Setup program by performing one of the following steps:

« If you are using the installation file downloaded from the Trend
MicroWebsite(http://www.trendmicro.com/download),
save the installation filein atemporary location.

& Trend Micro PC-cillin Internet Security 2006 - InstallShield Wiz... le

Location to 5ave Files
‘where would you like ko save your files? g0

Please enter the falder where you want these files saved. I the folder does not
exist, it will be created for wou,  To continue, click Mext,

Save files in Folder:
| C:\Program FilesiTrend Micro\PCC2006_1200

Change...

| Mext = | Cancel |

FIGURE 2-3. Starting Setup from the downloaded
installation file
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If you are using the PC-cillin Internet Security CD, insert the CD into

your CD-ROM drive, and perform any of the following:

« If the menu automatically appears, click Install Program, and
then click Next

3 Trend Micro PC-cillin Internet Security

PC.cillin®

Internet Security 2000

== |nstall Program

uolle||eisuj M

= View Getting Started Guide

= Browse CD

== |nstall Anti-Spam for Outlook

e Exit

FIGURE 2-4. Launching Setup from the PC-cillin
Internet Security CD main menu

e If the menu does not automatically open, from the Windows
Taskbar, click Start > Run
Tip: Alternatively, on Windows desktop, double-
click the My Computer icon, and then navigate to
My Computer  YOUP computer’s CD drive.

Inthe Open field, type <CD drives:\Setup\setup.exe
and click OK.

<CD drives isthedrive letter of your CD-ROM, for example
E.
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Installation

The Welcome screen appears. Click Next.

i Trend|Micro PC-cillin Internet Security 2006 rg|

Welcome to the Setup Wizard for Trend Micro
PC-cillin Internet Security 2006

Setup will install the pragram on your computer, To continue,
click Mext.

WARMING: This program is protected by copyright law and
international treaties.

[ Met s [ Cancel

FIGURE 2-5. Welcome screen

2. Read the license agreement, and then click | accept thetermsin the
license agreement to continue installing PC-cillin Internet Security.

License Agreement

License Agreement

Read the following license agreement carefully,

NOTICE: Trend Micro licenses its products in
accordance with certain terms and conditions. By
breaking the seal on the CD jacket in the Software
package or entering a serial nuwber, registration key
or activation code, You already accepted a Trend Micro
license agreement. i courcesy copy of a representative
Trend Micro License Agreement is included for
reference below. The language and cerms of the actual
Trend Micro license agreement that you accepted may
vary. By clicking "I Accept" below or using the
Software, ¥You confirm Four agreement to the terms and
conditions of the original Trend Micro license
agreement you accepted. b

{1[E3

()1 aooept the terms in the license agreement

()| do nat accept the terms in the license agreement

FIGURE 2-6. License Agreement screen

InstallShisld

Theinstallation procedure stops if you do not accept the terms.
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3. Click Next. PC-cillin Internet Security scans your computer’s memory,

boot sector, and critical files before installing the program files.

end Micro

Scanning...

Setup will now scan vour computer for viuses and other threats that may
interrupt the installation. Fun & Complete Scan after installation ta check
your computer.

kinue,

Please wait...

Current Statuz

Scanning C:NwINDOWS ssystem32shelp. exe .. F and

[ Mext = ] [ Cancel

FIGURE 2-7.  Scanning notice

If PC-cillin Internet Security cleans or deletes any infected files found.

Click Next. The Product Registration screen appears.

il Trend Micro PCcillin Internet Security 2006

Product Registration
(D) TREN
MICR

Type a valid serial number,

Serial Number:

Where is my serial number?
‘You need a serial number to register and activate vour software,

If your software came in & box, you will Find the serial number in the product
packaging. If you obtained the software online, the serial number is in the
confirmation email sent after your purchase is completed. If you are upgrading Fram
an eatlier version, use the setial number from your previous installation,

[ mext= [ Cancel

FIGURE 2-8. Product Registration screen

Install PC-cillin Internet Security 2006 | 29
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Installation E

If you are installing an evaluation version, type the evaluation serial
number. Otherwise, if you are installing the standard version, type the
standard version serial number.

Note:  The Setup program of PC-cillin Internet Security 2006 accepts the

serial number used in PC-cillin Internet Security 2005 or PC-cillin
Internet Security 2004.

Click Next. The Installation Folder screen appears. You can install PC-
cillin Internet Security in the default location, or choose a different
location.

i Trend Micro PC-cillin Internet Security 2006 E|
Installation Folder
TREND.
Accept the default or specify another location where the product will be @ MICRO
installed,

G Installation Folder:
C:\Program Files Trend MicrolInternet Security 2008}

[ < Back H ek = ] [ Cancel

FIGURE 2-9. Installation Folder screen

To change the installation location click Browse, and select the location
to which PC-cillin Internet Security installs.

Install PC-cillin Internet Security 2006



6. Click Next. The Installation Type screen appears. You can install the full
version of PC-cillin Internet Security, or only specific functions.

il Trend Micro PCcillin Internet Security 2006

Installation Type
(D) TREND.
MICRO

Select which security Features will be installed.

() Full (recommended)
Install all features

() Minimum

Recommended For users who want to run their own Firewall applications. Features
such as Personal Firewall, Wi-Fi Intrusion Detection, and Real-time Metwork Yirus
Probection are not installed,

[ < Back H Mext = ] [ Cancel

FIGURE 2-10. Installation Type screen

Selecting Full when your computer has other firewall programs running,
such as Windows Firewall, will cause Setup to display message below.
Refer to page 22 for details that will help you decide which installation
type is suited for your computing needs.

Trend Micro PC-cillin Internet Security 2006

Setup has detected that the Windaws Firewall service is running. To avoid incompatibiities and improve performance, turn off Windows Firewall before

9

e continuing with the installation.
Do you wank ko kurn of f Windows Firewall? Click ¥es ko turn off Windows Fireweall, Otherwise, click Mo to keep it running.

FIGURE 2-11. If you select Full installation but have another
firewall program installed, this message appears

Selecting M inimum, will exclude the PC-cillin Internet Security Personal
Firewall, Wi-Fi Detection, and Real-time Network Virus Protection
features from installation.

Tip: Trend Micro recommends that you select Minimum only if you wish
to keep your current firewall program(s).

Install PC-cillin Internet Security 2006 | 31
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32

Click Next. If you are satisfied with the selections you have made, click

I nstall to begin installation.

i Trend Micro PC-cillin Internet Security 2006 r'S_<|

Ready to Install
() TREND.

Review the Following settings and begin installation.

To begin the installation, dick Install. To change the installation settings, click Back, To
abort the installation, dick Cancel.

Installation settings:

Folder:
Ci\Program Files\ Trend MicrolInternet Security 2006,

Type: Ful

[ < Back H Install ] [ Cancel

FIGURE 2-12. Ready to Install screen

Setup beginsto install the program.

il Trend Micro PCcillin Internet Security 2006

Installing Trend Micro PC-cillin Internet Security 2006

The program features you selected are being installed.

Flease wait while Setup installs Trend Micro PC-cilin Internet Security 2006,
This may take several minutes.

Skatus:

Installing the virus pattern. ..

( J

FIGURE 2-13. Installing the program

Install PC-cillin Internet Security 2006



8. Afterinstallation, Setup informsyou that the installation is successful,
and PC-cillin Internet Security has been started. Click Finish to exit
Setup.

i Trend Micro PC-cillin Internet Security 2006 r5_<|

Installation Completed

Trend Micra PC-cillin Internet Security 2006 has been
successfully installed, Click Finish to exit Setup, You must
restart your computer ko complete the installation.

After restarting your computer, Fallaw these steps:

- Register PC-cillin Internet Security through the Registration
window that will appear

- Run Update Mows from the main console to obtain the latest
ankivirus protection

- Run Scan Mow from the main consale to check your entire
computer for viruses and other threats

@ I'FE!"'E"- Restart computer now {recormmended)

FIGURE 2-14. Installation Completed screen

9. Restart the computer to finish the program registration and startup.

Note:  If you choose to restart later, the components may not start properly.
Restart your computer as soon as possible.

After installation, refer to page 37 for instructions to help you maximize the
program’s functionalities.

After Installation
Follow the post-installation steps specified in Get Sarted starting on page 37.

Install PC-cillin Internet Security 2006 | 33
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Installation E

Uninstall PC-cillin Internet Security

Before removing PC-cillin Internet Security, close all other open programs.
During removal, PC-cillin Internet Security deletes all quarantined files.
These files may contain viruses and should not be left on your computer. If
you must preserve them, restore the files to a safe, isolated location such as a
specially marked floppy disk before removing the program.

Note: Log on to the computer as an Administrator or a user with Administrator
privileges. Setup requires a user with Administrator privileges to remove
the program components from your computer.

To uninstall PC-cillin Internet Security:

1. Do one of the following:

e Click Sart > Trend Micro PC-cillin Internet Security 2006 >
Uninstall PC-cillin I nternet Security.

|'_5‘:’;,J Conkents and Inde:x
(f IMain Consale
[Z] Rreadme

5! Uninstall PC-cillin Internst Security

FIGURE 2-15. Uninstalling the product from the Windows
Start Menu

e Open Control Panel and then double-click Add or Remove
Programs. Thelist of currently installed programs appears. Click
Trend Micro PC-cillin Internet Security 2006.

¥ Add or Remove Programs

ﬁ Currently installed programs: [ show updates Sork by

Change ar
Remove b2 5 o =
Programs i

D | 0 ekl computer, click Remove, R
(@ Uity aEdit-32

E USE 2.0 Wireless LAN Card Utility Size 2 2EMB

Add Mew
Programs

Size  13.84MB

FIGURE 2-16. Uninstalling the product from Control Panel
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e Click Start > Run, type the command shown below, and then click
OK.

msiexec /x {EA8C73AA-3D75-44C9-87A2-8E945FC5FEEG}

N

Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you,

Open: |msiexec T JEASCT3AA-3D75-44C9-87AZ-BEI45FC! v|

uolle||eisuj

[ [o]4 ][ Cancel ][ Browse. .. ]

'y Start &~ =

FIGURE 2-17. Uninstalling the product by running the
uninstall command

Note:  Close al open programs before running the command.
e UsethePC-cillin Internet Security Support Tool, PCCTool . exe
(see page 36).

WARNING! Usethe Support Tool only if you experienced issues when
installing, configuring, or uninstalling the program.

2. Click Yesto remove the program.
3. If password protection is enabled, type the password, and then click OK.

Jiend Trend Micro PC-cillin Internet Security

A Type your passwaord. Passwords are case sensitive, so type
i?:— them exactly as they were created, for example
PaSSWORD, Password, or password.

[ Ok l [ Cancel ]

FIGURE 2-18. Password prompt before removing the program.

4. Restart your computer for the configuration changes to take effect.
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Uninstall the Program Using the Support Tool

The Support Tool lets you manually configure specific program modules and
functionalities.

To uninstall the program using the Support Tool:

1. Using Windows Explorer, navigate to the directory where the program is
installed. For example, C: \Program Files\Trend
Micro\Internet Security 2006.

2. Double-click PcCTool . exe. The Support Tool window appears.

#:: Trend Micro PC-cillin Internet Security 2006

4] General | [B] Debug | €] Start up | [D] Quarantine | [E] Uninstall
Start and Stop

Stert or it al the medules including servicss and diivers

IPvE environment 4. Disable

Internst Cannection

‘You can canfitm whether the Intemet cannection s ready o1 not by clicking
the button

5 P Seting. | | E. Connect

Safe mode:

“You can restart your computer by 5afe mode: 7. Restart

FIGURE 2-19. The Support Tool window

3. Gotothe[E] Uninstall tab.

4. Click the 4. Uninstall button.

5. On the prompt that appears, click Uninstall to remove the program.

Trend Micro PC-cillin Internet Security

“T'ou are about to uninstall the product,
Click Urinstall if you want to continue or click Guit to
cancel without uninstalling.

FIGURE 2-20. You cannot cancel after clicking Uninstall. This
action cannot be undone.

The Support Tool removes the program files, registry entries, and other
components. Restart your computer to compl ete the process.

Uninstall PC-cillin Internet Security



Get Started

Trend Micro recommends performing specific tasks after installing and
activating PC-cillin Internet Security.

Thetopics discussed in this chapter include:

* Register or Activate the Product on page 38

«  \Verify a Successful Installation on page 42

*  Access the Main Console on page 43

*  Check Current Settings on page 45

*  Update Components on page 46

»  Password-protect the Program on page 50

e Obtain More Help on page 51

37
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Get Started

Register or Activate the Product
Register or activate your version of PC-cillin Internet Security to enable the
product's features.

« Standard version—register by following the on-screen instructions that
appear after you install the product

[ MR
Register Now

Registration is necessary.

You must registsr your Trend Micro PC-cillin Internst Security version to be sble to update
your antivirus protection, Registration usually includes the right to:

- Product update

- Component update

- Basic technical support

Click Register Now to bagin the quick registration procsss.

Register How

Close

FIGURE 3-1. Use the Register Now page to register a standard
version

Depending on the purchase agreement, the standard version isvalid for a
specific number of months until the limited grace period ends. Renew the
product maintenance for continued protection.

« Evaluation or OEM version—activate the product by following the
onscreen instructions that appear after installation

) 1rene

Activate Now

Activation is necessary.

You must activate your Trend Micro PC-cillin Internst Security version to be abls to update
your antivirus protection, Activation usually includes the right to:

- Product update

- Component update

- Basic technical support

Click Activate Now to bagin the quick sctivation process.

Activate Mow

Close

FIGURE 3-2. Use the Activate Now page to register an
evaluation or OEM version
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The evaluation and OEM versions are fully functional for alimited
number of days, after which PC-cillin Internet Security continues to load
but scanning, filtering, component updates, and other product features are
NOT available. Upgrade to and register the standard version for
continued protection.

To register a standard version or activate an evaluation or OEM version:

Do one of the following steps:
» Follow theinstructions that appear after installation, refer to page 39

*  OpentheRegistration/ Upgrade/ Renewal screen from the main console,
refer to page 40

Use the Registration/Activation Page

The Registration/Activation page appears after successfully installing the
program and restarting your computer.

To register a standard version:

1. Onthe Register Now page (see Figure 3-1), click Register Now.

2. A Security Alert message box opens. Click Yesto use a secure connection
to the Trend Micro Online Registration server.

Security Alert 3]
Irformation you exchange with hs site cannot be viewed or
changed by others. However. thers is a problam with the sit's
secuiity cettficate.

() The securly ceriiicats was issusd by a company you have
not chosen to trust, View the certificate to determine whether
pou want o brust the certifying suthority.

The seouriy cettficate date is vaiid

@ The securiy cenificate has a valid name matching the name
of the page you are tying to s

Do you wark to proceed?

%[ Ho | [ viewCetifeats

Done L)

FIGURE 3-3.  Security Alert message box

Register or Activate the Product | 39
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Get Started

3. If thisisyour first time to register PC-cillin Internet Security, select
Register without a Customer Care Center account. Otherwise, if you
are upgrading from a previous version, select Register with a Customer
Care Center account.

4. Follow the on-screen instructions.

To activate an evaluation or OEM version:

1. Onthe Activate Now page (see Figure 3-2), click Activate Now.
2. Provide the required information, and then click Submit.

Use the Main Console

40

Use the Registration / Upgrade / Renewal screen to register/activate the
program from the main console.

To register a standard version or activate an evaluation or OEM version:

1. Access the main console (see page 43).

2. Onthe PC-cillin Internet Security main console, click General >
Registration / Upgrade/ Renewal.

Tip: Alternatively, click Register Now on the Overview screen.
Summary

Q Protection: Recommended

@ Automatic update:  Turned on

€3 Registration: Incamplate

FIGURE 3-4. Registering/Activating the product from the
main console > Overview screen

3. A Security Alert message box opens (see Figure 3-3). Click Yesto usea
secure connection to the Trend Micro Online Registration server.

4. Onthe Register Now page, click Register Now.

5. If thisisyour first time to register PC-cillin Internet Security, select
Register without a Customer Care Center account. Otherwise, if you
are upgrading from a previous version, select Register with a Customer
Care Center account.

6. Follow the on-screen instructions.

Register or Activate the Product



A page appears informing you of the successful activation/registration and
expiration information. The Trend Micro Online Registration server sends a
confirmation email message to the address you specified during activation/
registration (see Figure 2-1 for asample).

Depending on the Internet connection and the traffic being processed by the
Online Registration server, the Registration status might take awhile to
refresh. Click Check Now on the main console to update the registration
status.

When the status refreshes, the main consol e reflects the current expiration
date.

pauels 189

Protection: | Configure |

Q Automatic update: Turned an
o Expiration; 11520058 Upgrade Mow

FIGURE 3-5. The status after activating an evaluation or OEM
version

Protection: Configure |

Q Automatic update: Turned an
& Expiration: 1171512006

FIGURE 3-6. The status after registering the standard version

After successfully activating/registering the product, you can now download
component updates. Refer to Get Sarted on page 37 for a complete list of
post-installation tasks.

For instructions on how to upgrade to or renew a standard version, please
refer to the Online Help > How To... > Register, Upgrade, or Renew section.
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Verify a Successful Installation

Trend Micro recommends using the European Institute for Computer
Antivirus Research (EICAR) test script as asafe way to confirm that PC-cillin
Internet Security virus scanning is running and working properly.

=

Note: The EICAR fileis atext filewith a *.com extension. It isinert. It is not
avirus, it does not replicate, and it does not contain a payload. Never use
real viruses to test your antivirus installation.

Get Started

To verify a successful installation:

1. Open asupported Web browser (see page 21), andgotohttp://
www . trendmicro.com/en/security/test/overview.htm.

2. Download the EICAR test file by clicking one of the el car.com links. For
example, eicar.com (HTTP).

PC-cillin Internet Security detects EICAR aseicar_ virus, quarantines
eicar_test.comn, displaysthe Real-time Protection Notification, and logs
the event.

Trend Micro PC-cillin Internet Security 2006 @

@ Notification

Real-time Protection
Real-time Protection has detected a wirus, spywars, or other security risk, and
performed the action specified,

Action taken: Unable to clean infected file. The file was
quarantined.

Incident name:  C:\Documents and Settings\Administrator\Local
Settings\Temporary Internst Filss\Content.IES
40521GHQ sicar[1].com

Detection name: Eicar test file

User name: PC-cillin User

Note: If Search for and clean Trojans is turned on and executed after
scanning, click Next ta view the final action taken

11 [Halt Intemet Traffc | [ Quaraniine ] Help

FIGURE 3-7. A sample Real-time Protection Notification
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Access the Main Console

The interface of PC-cillin Internet Security provides quick accessto al areas
of your antivirus, antispyware, antifraud, network security, and general
settings.

To access the PC-cillin Internet Security main console:

e Click Main Console from the Trend Micro PC-cillin Internet Security
2006 folder on the Windows Start menu

*  Double-click the PC-cillin Internet Security icon on the system tray

pailels 199

Note:  The system tray is next to the clock, on the bottom-right corner of
your screen.

Open Main Console

Scan Now
Upndate How

Halk Internet Traffic
Switch Personal Firewall Profils  »

v Real-time Virus Protection

Exit
FIGURE 3-8. Accessing the main console from the system tray

* Inthe system tray, right-click the PC-cillin Internet Security icon and
click Open Main.
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The PC-cillin Internet Security Main window appears.

# Trend Micro PC-cillin Iniernet Security 2006

File Operation Help

PC cilln-
Ehiinternet Security 2003

Overviev

Antivirus

Antispyware

< Antiphishing
& Content
Protection

Qverview

@ Help

Wiew your current protection settings and perform the necessary actions to

ensure protection.

> =~
.ﬁ Update Now ( é: Scan Now )

Click Update Mow to
download the latest
components.

Last update:

Click Scan Mow to scan your
computer farviruses, spyware,
and other potential threats

Last scan;

Netviork
Security

General

Contents & Index |

Summary
o Protection
o Automatic update
O Expiration:

@ Antifraud level

virus Info | Technical Support

FIGURE 3-9.

The Main Console

44| Access the Main Console
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Check Current Settings

Access the main console to check your protection settings (see page 43).

The Overview screen isthe landing screen when opening the main console. It
provides a summary of the following areas, including links that quickly take
you to the appropriate screens where you can configure the settings:

e Last update—the date when the program performed the latest manual or
automatic update

e Last scan—the date when the program finished the latest Complete Scan

After installing the product, L ast update and L ast scan are blank
because component update and Complete Scan have not run.

Click Update Now to manually update the antivirus and content security

components.

Tip: If you are part of a network that uses a proxy server to connect to the
Internet, configure the proxy server settings to successfully complete
an update.

Click Scan Now to detect and eliminate viruses, Trojans, worms,
spyware, and other grayware present on your computer.

*  Protection—the status of your computer’s protection (Recommended or
At risk)
If at least two features are turned off, the level is At risk.
By default, Trend Micro turns on the recommended features. To
customize the features according to your environment, click Configure.
e Automatic update—the status of the automatic/scheduled update
(Turned on or Turned off)
By default, PC-cillin Internet Security checks for and downloads updated
components every three hours.

* Registration/Expiration—if you have not registered a standard version
or activated an evaluation/OEM version, the status is Registration:
Incomplete
Make sureto register PC-cillin Internet Security right after finishing with
the installation (see page 38).

If you have registered/activated the product, the statusis Expiration:
<date>, Where <date> isthe expiration date. The expiration date
depends on the license purchased.

Check Current Settings | 45
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Update Components

You must register or activate the product to be able to perform updates.

Note:  Within afew moments after installing the product and restarting your
computer, PC-cillin Internet Security will check for and automatically
download the latest components. After installing the product, but before
registering online, you are permitted to update only once. Once you close
this window, you must register online to perform the next update.

To update the antivirus and content security components:

* Automatically download the latest components based on a schedule (see
page 46)

e Manually update components (see page 47)

Automatically Update Components

46

Configure PC-cillin Internet Security to regularly check the ActiveUpdate
server and automatically download any available components.

Tip: During times of virus outbreaks, Trend Micro can update virus pattern
files more than once each week. The scan engine is updated regularly, but
less frequently than the pattern file. Trend Micro recommends updating
daily (or even more frequently in times of virus outbreaks) to help ensure
the program has the current component versions.

To automatically download the latest components based on a schedule:

1. Access the main console (see page 43).
2. Do one of the following:
e Click Overview > Automatic update > Configure

Update Components



* Click General > Update > Automatic Update tab

Update @ Help

Manual Update Automatic Update Revert

Protect your computer againstthe latestviruses, spyware, spam, and other
Internet threats by turning an Automatic Update.

o |

Settings

[¥] Automatically check for updates
Hours between updates: 3w
[ Matify me hefare downloading updates
[#] Display the update progress

pauels 189

Proxy server

[ Use a proxy server ta connectto the Internet

FIGURE 3-10. Setting the automatic update schedule and proxy
server settings using the Automatic Update tab

3. Select Automatically check for updates.
By default, the program enables automatic update every three hours. To
check for updates twice a day, set 12 as the Hour s between updates.

Note: If you are part of a network that uses a proxy server to connect to the
Internet, be sure to configure the proxy server settings.

4. To receive anotification and view the progress while updating, select
Notify me before downloading updates and Display the update
progress.

Manually Update Components

Manually update the antivirus and content security components immediately
after installing PC-cillin Internet Security. This establishes a baseline of
security for your computer.

Tip: Trend Micro suggests you perform a manual update whenever a threat
outbreak is occurring, or if you suspect that your computer is infected, but
a scan did not detect any threats.
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To manually update components:
1. Access the main console (see page 43).
2. Do one of the following:
* Click Overview
* Click General > Update > Manual Update tab

w

Update @ Help

l’ Manual Update ](Automatic Update ]( Revert \l

Update components ranually to help protect againstthe latestviruses,

spyware, sparn, and other Intermet threats.
Update Now

Get Started

Component Mame LastUpdate  Version Mumber 8
Fragram 14.00.1223

wirus scan engine 7.950.1108

wirls scan driver 79501108

‘irus scan pattern 09i12/2005 2.827.00

Persanal Firewall driver 201078

Metwork virus pattern 10225

Trojan cleanup engine 381020

Trojan cleanup pattern 090972005 648

Real-time spyware pattern 0970972005 0.287.00 v

FIGURE 3-11. The Manual Update tab

3. Click Update Now.

Note: If you are part of a network that uses a proxy server to connect to the
Internet, be sure to configure the proxy server settings.
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PC-cillin Internet Security checks for and downloads the latest components.
If the components being used are current, the following message appears:

Trend Micro PCcillin Internet Security 2006

E stimated time remaining:

M Trend Micro PC-cillin Internet Security 2006

Finished confirming the latest component. version, The latest components are being used.

T EpETing T TaTest COmponeris. .
& Stop |
A, Loading the latest components... —

FIGURE 3-12. Components are up to date
Query Update Logs to check the results of the update process. Refer to the

Online Help > Contents & Index > Monitor Events section for instructions
about how to query logs.
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Password-protect the Program

=

o The password protects the following features:
g e All Antivirus menu options .
E”_, « All Antispyware menu .
o options .
* Antifraud Wizard .
*  Private Network Protection .
*  Web Site Filter .
*  General > Preferences .

I

Trend Micro PC-cillin Internet Security

them exactly as they were created, for example
PASSWORD, Password, or password.

[ 0K l ’ Cancel

Set a password to protect your computer by preventing other people from
disabling or changing your settings. Using the Private Network Protection or
Wi-Fi Intrusion Detection requires you to set a password.

Privacy Protection
Spam and Fraud Filters
Scan settings

Mail Scan

Webmail Scan
Program exiting
Uninstallation

X

A Type vour passward, Passwords are case sensitive, 30 type

FIGURE 3-13.

If password protection is set, unauthorized

actions such as uninstalling the program are

prevented

To set your password:

1. Onthemain console, click General > Preferences.

2. Under Password, select Password-protect settings. A window appears
that will allow you to set the password.

3. Provide the password in the Type passwor d and Confirm passwor d

fields.
Tip:

The password must contain at least six characters, and can include
only letters of the alphabet (upper or lower case) and numbers (0
through 9). Refer to the Online Help > Tips > Establishing Strong
Passwords topic for recommended password practices.
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4. Click OK to save.

5. Onthe Preference screen, click Apply. The features listed at the
beginning of this section are now password protected.

Obtain More Help

PC-cillin Internet Security offers various types of online help.

To get help while using the program, do one of the following:

HELP OPTION DESCRIPTION

Contents and Index Select Contents and Index from the header menu to learn
about the program features and configuration
recommendations.

@ Help Click the help icon to learn about a particular main console
page.

(Context-sensitive help

icon)

Mouseover help Hover the mouse on the icon to read a description of the
options.

Knowledge Base Select Knowledge Base from the header menu or help pages
to access troubleshooting and FAQ information.

Security Info Select Security Info from the header menu to open the Trend

Micro Virus Security Web site and access general information
about computer security threats, and virus alerts.

TABLE 3-1. Online help options
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Problem Solving and
FAQ

This chapter explains how to solve problems that you may encounter while
using PC-cillin Internet Security.

Thetopics discussed in this chapter include:

Installation on page 54
Registration/Activation on page 56
Main Console Access | ssues on page 57
Component Update Issues on page 58
Frequently Asked Questions on page 59
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Installation

One of the following issues may occur during PC-cillin Internet Security
installation:

Setup stops responding

Setup reports a successful installation, but PC-cillin Internet Security
services are not started

Setup stops because the minimum system requirements are not met

To troubleshoot installation issues:

1.

54

Make sure that you have logged into your computer where you want to
install PC-cillin Internet Security with Administrator privileges.

Shut Down Windows =

@ ‘What do you want the computer to do?
IShut down j

OF I Cancel | Help |

FIGURE 4-1. In Windows 2000, press Ctrl + Alt + Del
simultaneously to confirm that you are using an
account with Administrator privileges

£ Windows Task Manager, EI[E'E'
File ©Options Wiew Shut Down  Help

Applications || Processes | Performance | Netwarking | Users

Uszer IO Status Client M arme: Session

Adminiztrator 0 Active Conzole

FIGURE 4-2. In Windows XP, go to the Users tab to check the
account

Review the section Install PC-cillin Internet Security 2006 and confirm
that all instructions were followed.

Installation



Verify that your computer meets the minimum requirements (see page
26).

If you still cannot install the product, contact your Trend Micro support
provider (see page 66).

N
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Registration/Activation

One of the following issues may occur during registration or activation:
e Invaid or missing serial number

* Unableto register/activate the product after installation or through the
main console

To troubleshoot product registration issues:

1. Verify that you have entered the serial number correctly. You must
provide thisinformation in the following format:

XXXX-XXXX-XXXX-XXXX-XXXX

Note:  Each x corresponds to a number or letter. You can type the lettersin
either uppercase or lower case.

Problem Solving and FAQ H

2. Seeif you can find any relevant warning messages or log information
related to registration or activation. You can search for solutions based on
thisinformation.

Tip: Refer to the Online Help > Monitor Events section for instructions
about how to query logs.

3. Make sure that you have used a valid license.
You can only use the software for free during a limited grace period.
Make sure to upgrade or renew your license before the grace period

expires to help keep your computer safe. If necessary, contact your
reseller to obtain upgrades or purchase a new seria number.

4. If the above steps do not work, contact your Trend Micro support
provider (see page 66).
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Main Console Access Issues
You may encounter one of the following problems when trying to open the
main console of PC-cillin Internet Security: 4
e You cannot open the main console
e The main console does not recognize your password

To help solve these main console access issues:

1. Makesurethat you installed the program successfully (see page 42).

2. Usethe Windows Ser vices panel to make sure that the Trend Micro
Real-time Service has started.

*3 Services E‘E‘El
Flle  Action  View Help

BRI

OV4d pue Buinjos wajgqold

l% Services (Local)

*% Services {Local)

Trend Micro Real-time Service Name | 2
%Trend Micra Central Conkral Component
%;%;rtetlizr:;crilce % Trend Micro Persanal Firewal
—— %Trend Micro Proxy Service
& Trend Micro Real-time e
Description: %Un\nterruptible Power Supply

Enables scanning in real time. %Unwersal Flug and Play Device Host

%Virtual Com Port Service

%VMware Authorization Service

%VMWEI’E DHCP Service

%VMWEI’E MAT Service

%\l‘nlume Shadow Copy

4 webClient 3
%Windnws Audio

Sawindrins F\ramlalh’lr‘\rﬂmﬂr rrnnectinn Shari

\ Extended A Standard

FIGURE 4-3. Make sure that the Trend Micro Real-time Service
has started

3. If the above steps do not work, contact your Trend Micro support
provider (see page 66).
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Component Update Issues

If you configured PC-cillin Internet Security to download antivirus and
content security components from Trend Micro ActiveUpdate but cannot
download the latest components, check your connection to the ActiveUpdate
server.

To help solve an ActiveUpdate issues:

1. Make sure your computer has a working connection with the Internet.
Also check your network and computer for any obvious hardware or
software problems.

2. Open the Windows command prompt by clicking Start > Run > Open
and typing cmd in the window that opens.

3. Issuethe following commands to make sure your computer can resolve
the ActiveUpdate server’s Fully Qualified Domain Name (FQDN).

nslookup

ping
e | C:YWINDOWS\system32\cmd.exe

okup
Default Server: domain.net
nddvess: 123.123.12.123

p pe-eillinp activeupdate. trendnicra.con
P am

uthoritative S El"
g.akamai.ne
117 23 220.130.117.21
pe-cillin p.activeupdate.trendnicro.com
trendnicro.georedirecton akadns.net, trendnicro.com.edgesuite.net

>
D:\>ping pc—cillin-p.activeupdate.trendnicro.com

Pinging al51.g.akamai.net [228.130.117.231 with 32 hytes of data:

Reply from 228.138.117.

Reply from 228.138.117.

Reply from 228.138.117.23: hy i

Reply from 228.138.117.23: i TIL-53

for 220.130.117.2
8 (B loss),
round trip times in mill nds
Hinimun - 16ms, Maximun - 28ns. Average - 17ms

FIGURE 4-4. Using the command prompt ping and nslookup
commands

4. If the above steps do not work, contact your Trend Micro support
provider (see page 66).
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Frequently Asked Questions

This section provides answers to questions related to the following subjects:
*  General concepts
e Serial Number, Installation, and Registration

N

General
e What is PC-cillin Internet Security?
*  How does PC-cillin Internet Security protect my computer?

»  Can PC-cillin Internet Security filter offensive content found in email
messages, attachments, and instant messages?

e Can PC-cillin Internet Security filter content of al file types?

*  What are the instant messaging clients that PC-cillin Internet Security
supports?

e What Internet browsers can | use with PC-cillin Internet Security?
e What is phishing?

OV4d pue Buinjos wajgqold

Serial Number, Installation, and Registration

*  Why ismy registration still Incomplete even though | have successfully
registered/activated the product?

What if | lose my seria number?

Note:  Please refer to the PC-cillin Internet Security Online Help > Contents &
Index > Freguently Asked Questions section for answers to configuration
related questions.
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What is PC-cillin Internet Security?

PC-cillin Internet Security protects your computer from both external and
internal threats. Please refer to Table 1-1 for details about the product’s
protection features.

How does PC-cillin Internet Security protect my computer?

PC-cillin Internet Security provides the following types of protection:

» Antivirus—Real-time Virus Protection, Scheduled and Manual Scan

*  Antispyware—Real-time Spyware Protection, Scheduled and Manual
Scan

Refer to the PC-cillin Internet Security Online Help > Contents & Index >
Learn About... section for details about these features.

Can PC-cillin Internet Security filter offensive content found in
email messages, attachments, and instant messages?

No. The product does not filter content found in these media. However, PC-
cillin Internet Security can check for and help eliminate viruses, Trojans,
worms, spyware, spam, and other threats in email messages and attachments.

Can PC-cillin Internet Security scan for viruses and other
types of malware in all file types?

Yes. The Antivirus feature provides the optionsto set the type of files that the
product will scan.

What are the instant messaging clients that PC-cillin Internet
Security supports?

Privacy Protection can prevent private information from being sent using one
of the following instant messaging clients:

¢ AOL Instant Messenger 5.9

+ ICQ5o0rICQLite

e MSN Messenger 7.0

e Windows Messenger 4.7 or 5.1

Frequently Asked Questions



What Internet browsers can | use with PC-cillin Internet
Security?

Privacy Protection and Web Site Filter support the following browsers:

AOL Browser 9.0

Internet Explorer 5.5 or 6.0
MozillaFirefox 1.0
Netscape Navigator 7.2

What is phishing?

Phishing is arapidly growing form of fraud that seeks to fool Web users into
divulging private information by mimicking alegitimate Web site.

Phishers use the following forms of attacks:

Email messages

An unsuspecting user gets an urgent sounding, authentic looking email
message telling him or her there is a problem with their account. They
must immediately fix the problem, or the account will be closed. The
message will include alink that redirects users to a fake Web site.

& phishing: Paypal Securities Added Q@l@
Fie Edt View Tools Message Help "

& & 4“8 “.’; X 0 0 (%

Reply  Reply Al Forward Print  Delste | FPrevious  Next  Addresses

From:  poc@tw-hiexp

Date: Tuesday, September 20, 2005 11:41 AM
To: PCC_User@tu-hiexp; pre@tw-hisxp
Subject:  phishing: Paypal Securities Added

The way to send and
[FEFAFEN] "ecetve money onine

http:/f202.30.198.60/~sungjifbbs/ cgi-binfwebscr-cmd/login php

FIGURE 4-5. A sample phishing email message

Web sites

A fraudulent Web site looks similar to the actual page. Any data entered
a the siteis directed to amalicious hacker who steal s the logon name,
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password, credit card number, social security number, or whatever data &/

he requests.

A b - Miciosolt Intemet Explorer

|| Eie Et Wew Faore: Iook ek

“""'@ [z
o

€ |

Logout * Balance *

Account Number: ¥
Activation Number: b

® @ b

Spend *

Fill in to restore full acess to your e-gold account

Check for the SSL Lock Icon in the Inte
bottom of your browser window: Exj

Turing Number: _ g

Enter sequence of numbers displayed in grid directly &

Redeem * History

 Store my account numb =

Submit
= o —
FIGURE 4-6. A sample phishing Web site

Internet Relay Chat (IRC) and instant messaging (IM) programs

Since many IRC and IM programs allow you to send embedded dynamic
content (for example, graphics, Web site addresses, multimedia), phishers
can actually employ techniques used in standard Web-based attacks

through messaging clients.

[+mnstk Own3d]
7c36 is now []-38057

152b73 (“jmackyq®  cable-167 28 vianet.ca] quit [12:58]

enar: 131 [Connection reset by peer)

Whi3> linviter delay 5
| WD liviter message |

| <Ottt o i s dal net 7001
| Wh0r3> limvite join @wobbel
|| [-1-50Kk38 [~ceciicen@
| [18:55] Excess Flood

‘{ <Whr3> linviter join #wobbel

| <Wh3> liniten prt thwobbeld
| i part oo

whkgn.iLhome. com) qui

| [-1-54a92 (“cshnayi
| timeout 180 seconds

chr.net.id) quit [19:03] Ping

[willy @9:34 AM) :
N

=

hark24
AR-BE
abangued2

Alena {W9:34 AM)

Come to look mew photos me and my friends
fip: /imyfriends.gozme biz/

FIGURE 4-7.
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Why is my registration still Incomplete though if | have
successfully registered/activated the product?

In some cases, depending on your network connection, the response from the
Online Registration server might be delayed. While waiting, check whether
you can run Update Now. If so, product registration was successful. The
status will change to Registered.

What if | lose my serial number?

Please contact your regional Trend Micro technical support representative.

* Emal—supportesupport.trendmicro.com

*  Web site—
http://kb.trendmicro.com/solutions/Srf/
questionEntry.asp
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Technical Support

Trend Micro is committed to providing service and support that exceeds
user’s expectations. This chapter contains information on how to get technical
support. Remember, you must register your product to be eligible for support.
This chapter includes the following topics:

*  Contact Technical Support on page 66

*  Send Infected File Samples on page 67

*  Report Spam, Fraudulent, and Incorrectly Tagged Messages on page 67

e TrendLabs on page 67

e Other Useful Resources on page 68
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Contact Technical Support

Before contacting technical support, here are two things you can quickly do to
try and find a solution to your questions:

e Check your documentation: the Problem Solving and FAQ chapter of
this Getting Sarted Guide and Online Help provide comprehensive
information about PC-cillin Internet Security

Search both documents to see if they contain your solution.

e Visit our Technical Support Web site: our Technical Support Web site
contains the latest information about all Trend Micro products

The support Web site has answers to previous user inquiries. To search
the Knowledge Base, visit

C)

Technical Support

http://kb.trendmicro.com

In addition to phone support, Trend Micro provides the following resources:
e Email support

support@trendmicro.com

» Readme: late-breaking product news, installation instructions, known
issues, and version specific information

e Product updates and patches
http://www.trendmicro.com/download/

To locate the Trend Micro office nearest you, open a Web browser to the fol-
lowing URL:

http://www.trendmicro.com/en/about/contact/overview.htm

To speed up the issue resolution, when you contact our staff please provide as
much of the following information as you can:

e PC-cillin Internet Security serial number

* Version

»  Exact text of the error message, if any

»  Stepsto reproduce the problem
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Send Infected File Samples

You can send viruses, infected files, Trojan programs, spyware, and other
grayware to Trend Micro. More specifically, if you have afile that you think
issome kind of threat but the scan engine is not detecting it or cleaning it, you
can submit the suspicious file to Trend Micro using the following Web
address:

http://subwiz.trendmicro.com

Please includein the message text abrief description of the symptomsyou are
experiencing. Our team of virus engineers will "dissect" the file to identify
and characterize any viruses it may contain.

Report Spam, Fraudulent, and Incorrectly
Tagged Messages

Report spam messagesto false@support . trendmicro. com. Report
fraudulent messagesto antifraudesupport.trendmicro.com.
Report incorrectly tagged messages or false positive detections to
false@support.trendmicro.com.

Trend Micro Technical Support replies to your message within twenty four
hours.

TrendLabs

Trend Micro TrendLabs™ is agloba network of antivirus research and prod-
uct support centers that provide continuous 24 x 7 coverage to Trend Micro
customers around the world.

Staffed by ateam of more than 250 engineers and skilled support personnel,
the TrendL abs dedicated service centersin Paris, Munich, Manila, Taipei,
Tokyo, and Irvine, CA. ensure arapid response to any virus outbreak or
urgent customer support issue, anywhere in the world.

For more information about TrendL abs, please visit:

http://www.trendmicro.com/en/security/trendlabs/
overview.htm
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Trend Micro offers a host of services through its Web site, www . trendmi -
Cro.com.

Internet-based tools and services include:

e Virus Map—monitors virus incidents around the world

e HouseCall™—Trend Micro online virus scanner

e Virusrisk assessment—the Trend Micro online virus protection
assessment program for corporate networks
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